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AndroidManifest.xml

android:name="android.permission.ACCESS NETWORK_STATE"
android:name="android.permission.ACCESS WIFI STATE"

android:name="android.permission.ACCESS SUPERUSER"
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Android 5.05E android.permission.ACCESS_SUPERUSER’Z} X|7- &

X.4. ACCESS_SUPERUSER permission DEPRECATED

Due to changes in Android 5.0 Lollipop, this permission has been deprecated and is completely ignored from SuperSU v2. 30 onwards
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How applications run on Android

Background Knowledge
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Execute
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Dalvik

 Dalvik2 VMO|H DVMDalvik Virtual Machine)O|2t11 & 2
=

* Androide= 20|92 22| 25d 52 =4

« JVM, DVM B 5 JavaE AtESt= VMO|Z|0| O Z2|AH 0|2 S&ot=0H =X 9=

© KimJunglin. All Rights Reserved



L \4

Physical Memory
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Create Process

fork()
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Run Application

Application

. Load .
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Initialize
Dalvik VM

Initialize
Dalvik VM

fork()
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Load & Run
Android
Application
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service zygote /system/bin/app_process64 -Xzygote /system/bin --zygote --start-system-server --socket-
name=zygote

class main

socket zygote stream 660 root system

onrestart write /sys/android_power/request_state wake

onrestart restart netd
writepid /dev/cpuset/foreground/tasks

service zygote secondary /system/bin/app_process32 -Xzygote /system/bin --zygote --socket-
name=zygote_secondary

class main

socket zygote secondary stream 660 root system

onrestart restart zygote

writepid /dev/cpuset/foreground/tasks
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Start app_process service
/system/bin/app_process -Xzygote /system/bin --zygote --start-system-server ..

JNI_CreateJavaVM()

ZygoteInit.main()
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Guess the workflow of Zygote
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herolte:/ # ps | grep "init"

root 1 z 10556 2336 SyS_epoll_ 00004d90d4 S /init

herolte: "zygote”

root 1623728 118568 poll_sched 00f518a254 S zygote

root 2183988 136016 poll_sched 7f7c747990 S zygoteb4
herolte: "termux”

ud_as8o 2162984 135012 SyS_epoll_ 7f7c747870 S com.termux
ud_a80 10172 3724 poll_sched 7f89c159a8 S /data/data/con
herolte:

ZygoteZt Of 2| 0] 4 (MainActivity)2| =& M
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Zygote source code analysis

Fact check
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core/java/com/android/internal/os/Zygotelnitjava - main()
core/java/com/android/internal/os/Zygotelnitjava - runSelectLoop()
core/java/com/android/internal/os/ZygoteConnection.java - runOnce()
core/java/com/android/internal/os/Zygote. java - forkAndSpecialize()
core/jni/com_android_internal_os_Zygote.cpp - nativeForkAndSpecialize()
core/jni/com_android_internal_os_Zygote.cpp - ForkAndSpecializeCommon()
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https://android.googlesource.com/platform/frameworks/base/+/refs/tags/android-7.1.2_r39/core/jni/com_android_internal_os_Zygote.cpp#444
https://android.googlesource.com/platform/frameworks/base/+/refs/tags/android-7.1.2_r39/core/jni/com_android_internal_os_Zygote.cpp#444
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ForkAndSpecializeCommon

static pid_t ForkAndSpecializeCommon(JNIEnv* env, uid t uid, gid t gid, jintArray javaGids,
jint debug_flags, jobjectArray javaRlimits,
jlong permittedCapabilities, jlong effectiveCapabilities,
jint mount_external,
jstring java_se_info, jstring java_se_name,
bool is_system_server, jintArray fdsToClose,
jstring instructionSet, jstring dataDir)
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ForkAndSpecializeCommon

static pid_t ForkAndSpecializeCommon(JNIEnv* env, uid t uid, gid t gid, ..) {

pid t pid = fork();

if (pid == 0) {

}
else if (pid > 0) {

return pid;
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ForkAndSpecializeCommon

static pid_t ForkAndSpecializeCommon(JNIEnv* env, uid t uid, gid t gid, ..) {

DropCapabilitiesBoundingSet(env);
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ForkAndSpecializeCommon

static void DropCapabilitiesBoundingSet (JNIEnv* env) {
for (int i = @; prctl(PR_CAPBSET READ, i, @, @, Q) >= 0; i++) {
int rc = prctl(PR_CAPBSET DROP, i, @, 0, 0);
if (rc -1) {
if (errno == EINVAL) {
ALOGE ("prct1(PR_CAPBSET _DROP) failed with EINVAL. Please verify
"your kernel is compiled with file capabilities support”);
} else {
RuntimeAbort(env, _ LINE , "prctl(PR_CAPBSET DROP) failed");

}

© KimJunglin. All Rights Reserved
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ForkAndSpecializeCommon

static pid_t ForkAndSpecializeCommon(JNIEnv* env, uid t uid, gid t gid, ..) {
if (pid == 0) {
DropCapabilitiesBoundingSet(env);

int rc = setresgid(gid, gid, gid);
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ForkAndSpecializeCommon

static pid_t ForkAndSpecializeCommon(JNIEnv* env, uid t uid, gid t gid, ..) {
if (pid == 0) {
BropCapabilitiesBoundingSet(env);
Ent rc = setresgid(gid, gid, gid);

rc = setresuid(uid, uid, uid);
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ForkAndSpecializeCommon

static pid_t ForkAndSpecializeCommon(JNIEnv* env, uid t uid, gid t gid, ..) {

DropCapabilitiesBoundingSet(env);
int rc = setresgid(gid, gid, gid);

rc = setresuid(uid, uid, uid);

SetCapabilities(env, permittedCapabilities, effectiveCapabilities);

env->CallStaticVoidMethod(gZygoteClass, gCallPostForkChildHooks, debug flags,
is_system_server, instructionSet);
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ForkAndSpecializeCommon

static void SetCapabilities(JNIEnv* env, int64 t permitted, int64 t effective) {
__user_cap_header_struct capheader;
memset (&capheader, 0, sizeof(capheader));
capheader.version = LINUX CAPABILITY VERSION 3;
capheader.pid = 0;

__user_cap_data_struct capdatal[2];
memset(&capdata, 0, sizeof(capdata));
capdata[0].effective = effective;
capdatal[1l].effective = effective >> 32;
capdata[@].permitted = permitted;
capdata[1l].permitted = permitted >> 32;

if (capset(&capheader, &capdata[@]) == -1) {
ALOGE("capset (%" PRId64 ", %" PRId64 ") failed", permitted, effective);
RuntimeAbort(env,  LINE , "capset failed");

}
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ForkAndSpecializeCommon

ForkAndSpecializeCommon()

Drop all capabilities on
bounding set

Change process’s gid

Change process’s uid
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How to run application as root
for Android
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setresuid( ruid, euid, suid);
setresgid( rgid, egid, sgid);

prctl( option, ...);
capset(cap user header_t hdrp, cap_user _data_t datap);
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LD_PRELOAD
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Process LD_PRELOAD Library

« XtM|St AT : https://blog.crazyhacker.kr/140 F
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 Link : https://github.com/jungjin0003/Run-Application-as-Root-for-Android

Run Application as Root for Android : RARA

A library that helps you run Android applications on roct

Supported Android Versions
The Android versions that have confirmed the current behavior are as follows

Arch Version
ARMvTa 7.1 (Nougat)

AArche4 7.1 (Nougat)

Getting Started

=
Please follow the following procedure to use RARA '
- l
Click here to download compiled files and if you're donw downloading it, proceed from here

To use automated applications on Android, click here to download APK
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int prctl(int option,

{
va_ list args;
va_start(args, option);

long arg2 = va_arg(args,
long arg3 = va_arg(args,
long arg4 = va_arg(args,
long arg5 = va _arg(args,

va_end(args);

if (option == PR_CAPBSET DROP)
return 9;

if (origin_prctl == NULL)
origin_prctl = dlsym(RTLD_NEXT, "prctl");

return origin_prctl(option, arg2, arg3, argd4, argb);
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int setresgid(gid t rgid, gid t egid, gid t sgid)

{
if (isRootApplication(rgid))
return 0;

if (origin_setresgid == NULL)
origin_setresgid = dlsym(RTLD_NEXT, "setresgid");

return origin_setresgid(rgid, egid, sgid);
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int setresuid(uid t ruid, uid t euid, uid t suid)

{
if (isRootApplication(ruid))

{
pid = getpid();
return 0;

¥

dropCapabilitiesBoundingSet();

if (origin_setresuid == NULL)
origin setresuid = dlsym(RTLD NEXT, "setresuid");

return origin_setresuid(ruid, euid, suid);
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int capset(cap user_header t _ hdr_ptr, const cap user _data t _ data_ptr)

{
if (pid == getpid())
return 9;

if (origin_capset == NULL)
origin_capset = dlsym(RTLD NEXT, "capset");

return origin_capset(__hdr_ptr, _ data ptr);
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Self cloning Execute program

execve()

fork()
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execve( *pathname, * argv| |, * envp[]);
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1. ptrace attach

4. fork() 3. SIGCHLD

New Zygote 0ld Zygote
ye ye 2. Kill Zygote

4. Detect fork and
ptrace attach

- I 5. Detect execve

6. Manipulation envp
(Inject LD_PRELOAD)
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